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Pr epar ati on:

On day 1 you have received atwo digit number between 01-70. (XY). Use this number to login to one of the machines:

Account: budapest XY
Password: Gr i dBUDXY

Open aterminal window and login to the GILDA Ul machine:

ssh budapest XY@l ite-tutor.ct.infn.it
Password: Gr i dBUDXY

1. Controlling the existence of your certificate - "usercert. pem' and "userkey. penm' nust exist:

Is -al ~/.globus
2. Gaining accessright towork in the grid by creating a short term proxy certificate
(voms-proxy-init,
voms- proxy-i nf o,
Vons- pr oxy- dest r oy)

(Your "Grid pass phrase" — associated to your secret key file "user key. peni'  will be required.
The prefabricated common certificate has the Grid pass phrase BUDAPEST)

2.1 Creating your proxy
Usage:

voms- proxy-init --vonms <VO>

Exanpl e:
> vons-proxy-init --vons gilda
Cannot find file or dir: /hone/budapest65/.glite/vonses
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Your identity: /C=lIT/ O=G LDA/ OU=Per sonal

Certificate/ L=BUDAPEST/ CN=BUDAPEST65/ Emai | =si pos@zt aki . hu

Enter GRI D pass phrase:

Creating temporary ProXy .. ...t Done
Contacting vonms.ct.infn.it:15001 [/C=I T/ O=G LDA/ OU=Host/ L=I NFN
Cat ani a/ CN=vons. ct.infn.it/Email=enmdio.giorgio@t.infn.it] "gilda
Done

Creating proxy

Done
Your proxy is valid until Fri Jun 30 21:56:00 2006

2.2 Controlling your existing proxy

Usage:

vons-proxy-info [-all]

Exanpl e:

> vons- proxy-info —all

subj ect . [ C=I T/ O=d LDA/ OU=Per sonal
Certificat e/ L=BUDAPEST/ CN=BUDAPEST65/ Erai | =si pos @zt aki . hu/ CN=pr oxy
i ssuer . [ C=I T/ O=G LDA/ QU=Per sonal

Certificat e/ L=BUDAPEST/ CN=BUDAPEST65/ Erai | =si pos@zt aki . hu
identity : /C=IT/ O=G LDA/ OU=Per sonal
Certificat e/ L=BUDAPEST/ CN=BUDAPEST65/ Enai | =si pos@zt aki . hu

type . proxy

strength : 512 bits

pat h . [tnp/ x509up_u4509

tinmeleft : 11:58:26

=== VO gil da extension informati on ===

VO : gilda

subj ect . [ C=l T/ C=d LDA/ OU=Per sonal

Certifi cat e/ L=BUDAPEST/ CN=BUDAPEST65/ Enai | =si pos @zt aki . hu
i ssuer : [/ C=I T/ O=d LDA/ OU=Host / L=l NFN

Cat ani a/ CN=vons. ct.infn.it/Email =em di o.giorgio@t.infn.it
attribute : /gil da/Rol e=NULL/ Capabi | i ty=NULL
timeleft : 11:58:25

Note:

The highlighted area shows the Virtual Organization Management Service (VOMS) extension of the
proxy.

2.3 Renovi ng an exi sting proxy
Usage:
voms- pr oxy- dest r oy

Note:
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If you executed the voms-proxy-destroy command then the voms-proxy-init command must be
repeated! (see2.1)
3. Controlling the settings of the LCG File catalog
(lcg-infosites,
LFC_HGsST,
LCG_CATALOG TYPE,
LCG_GFAL_I NFOSYS)
3.1 Controlling the setting of LFC_HOST i.e. the URL of thelfcfile catalog for your virtual organization
>set | grep LFC HOST
Theresult shouldbe LFC HOST=Il fc-gilda.ct.infn.it
If it isnot set, than seek the place of it with the information system:
>l cg-infosites --vo gilda Ifc
lcg-infosites --vo gilda Ifc
If thecommand | cg-i nf osi t es does not work, than set the root of the info system:
Control haw theroot is set by:
>set | grep LCG _GFAL_I NFOSYS

and make sure that it showsto: gri d004.ct.infn.it: 2170

>export LCG GFAL_I NFOSYS= gri d004.ct.infn.it: 2170
and repeat the | cg-i nf osi t es command above.
Associate the result to the environment variable LFC_HOST:
>export LFC HOST=lfc-gilda.ct.infn.it
3.2 Controlling the type of the catalog
>set | grep LCG CATALOG TYPE

if itsvalueisnot "l f ¢" than set it:
>export LCG CATALOG TYPE=Ifc

Comment:

See that these settings must be repeated at the working Nodes, when the user wants to access GRID files
there.
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4. Controlling the base of L FC access point and defining a new per sonal catalog

(Ifc-Is,
| fc-nkdir)
4.1 Listing the catalogueswithin the virtual organisation
Usage:
I fc-1s [<options>] {<path>|<file>}
Exanpl e:
>l fc-1s /grid/gilda
4.2 Making a personal catalog -for example - with your <LOGIN_NAME_and_date>
Usage:
I fc-nkdir /grid/ <VO>/ <USER_HI ERARCHY>
Exanpl e:
>l fc-nkdir /grid/gildal/budapest65_2006_06_27
4.3 Controlling the existence of the new catal ogue:
Option “-I” induces detailed listing
Exanpl e:
> fc-1s -1 /grid/gildal |grep budapest65 2006 06 27
drwxrwxr-x 0 395 102 0 Jun 30 15: 46 budapest 65 _2006_06_27
5 Let use relative nanes by setting LFC HOVE
( LFC_HOVE)
5.1 Defining the environment variable
Usage:
export LFC_HOVE=/ gri d/ <VO>/ <ROOT_OF USER WORKI NG_DI RECTORY>
Exanpl e:
>export LFC _HOVE=/gri d/gil da/budapest 65 _2006_06_ 27
5.2 Contralling:
Example:
> fc-1s -1 ../ |grep budapest 65 2006 _06_ 27
dr wWxr wxr - X 0 395 102 0 Jun 30 15: 46 budapest 65 _2006_06_27

6. Creating a GRID file copy from one of our existing filesin thelocal file system and use the existing file
catalog to referenceit
(lcg-cr)
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6.1 Let uscreatealocal file
history > <LOCAL_FI LE_NAME>
Example:

> history >nyHistory

6.2 Let usexplorewhich Storage Element we can use for the GRID filesin our VO " gilda":
Usage:
I cg-infosites --vo <VO> se
Example:
> |l cg-infosites --vo gilda se

Avai |l Space(Kb) Used Space(Kb) Type SEs

898706436 13700980 n.a gri doo05.iucc. ac. i
28502656 1831908 n.a dgt 02. ui . savba. sk
63840000 10230000 n.a egee0l6. cnaf.infn.it
n.a n.a n.a | xcdeO7. pd.infn.it
67809092 3237524 n.a trigrid-ce0l.unine.it
106830000 9130000 n.a gi | da04. i hep. ac. cn
162521216 19612352 n.a trigridenOl.unine.it
28056464 3103316 n.a t est bed005. cnaf.infn.it
347010792 2023916 n.a gilda-se-01.pd.infn.it
805039304 32924 n.a gi l daseOl.rona3.infn.it
3000000000 850000000 n.a aliserv6e.ct.infn.it

6.3 Creating the GRID File

Thelast column of thelisting 6.2 sorts the URLs of our Storage Elements (SE) and we will use one of
them as the destination (-d) tag of our subsequent command which creates a GRID copy of the local
file<LOCAL_FILE_NAME> ( for example “myHistory”).

Let betheterm <LFN_NAME> denote the logica file name by which we want refer to the grid file
within the current directory of the grid file catalogue and <OWN_WORKING_DIRECTORY > must
denote the prefix of the path of the local file to be copied.

Usage:

Il cg-cr --vo <VO> -d <SE> —| | fn:<LFN_NAVE>
file: <ONMN_WORKI NG DI RECTORY>/ <LOCAL_FI LE_NAME>

Example:

> |lcg-cr --vo gilda -d grid005.iucc.ac.il -I

I fn:historyOnGid_2006_06_27 file:/home/budapest 65/ nyHi story
gui d: a2b71ba9- f 7ad- 4a70- 8597- 2e219861f 836

Note:
The returned grid unique identifier (quid) indicates the successful termination of the command

6.4 Controlling the result by the Catalog
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Example:
> |fc-lIs -

STWTWAT - - 1 395 102 6668 Jun 30 15:56 historyOnGrid_2006_06_27

7. Making a new symbolic referencein the catalog to our Grid file

(Ifc-1n,
lcg-1g,
I cg-1a)

7.1 Making thealiasfor a new <LINK_NAME>

[fc-In -s <ABSOLUTE_LFN_NAME> <LI NK_NAME>

Caveat !
Absol ut e cat al ogue path nust be used to define the new |ink nane!

Example:
Let be the new symbolic name “aad’.

> |fc-In -s /grid/gildal/budapest65_2006_06_ 27/ hi storyOnGri d_2006_06_27 aaa

7.2 Let uscontrol theresult by

Exanpl e:

> |fc-1s -l

| T wWxr WX WX 1 395 102 0 Jun 30 16:12 aaa ->
/grid/gilda/ budapest 65_2006_06_27/ hi storyOnGri d_2006_06_27

STW WA - - 1 395 102 6668 Jun 30 15:56

hi st oryOnGri d_2006_06_27

7.3 Let usseethat the grid file handling commands (Icg-...) accept the symbolic namesinstead of
original logical name:

| cg- | g returnsthe guid of the defined file

Usage:

lcg-1g --vo <VO> { |fn:<LFN_NAVE> | |fn: <Ll NK_NANVE>}

Example:

>1lcg-1g --vo gilda I fn:historyOnGid_2006_06_27
gui d: a2b71ba9- f 7ad- 4a70- 8597- 2e219861f 836

> |lcg-l1g --vo gilda | fn: aaa

gui d: a2b71ba9- f 7ad- 4a70- 8597- 2e219861f 836
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You see the sane guid in both commands.
7.4 Thel cg-1 alistsall aliases:
Usage:
lcg-la --vo <VO> | fn:{<Li nk_NAME>| <LFN_NAME>}
Exanpl e:
> |lcg-la --vo gilda | fn: aaa

I fn:/grid/gildal/budapest 65 2006 _06 27/ hi storyOnGri d_2006_06_27
I fn:/grid/gildalbudapest 65 2006 _06 27/ aaa

8. Associating user commentsto afile
(I fc-set comment,
| f c_del comrent)

8.1 Writing the comment
Usage:
| fc-setcoment {<Li nk_NAVE>| <LFN_NAME>} <comment >
Example:
> |fc-setcomment aaa "It is a test conment to aaa"
8.2 Reading the comment
Usage:
[fc-1s --coment {<Li nk_NAVE>| <LFN_NAME>}
Example:
> |fc-l1s --coment
aaa
hi storyOnGrid_2006 06 27 It is a test corment to aaa
Note: The comment refersto the file and not to the link!
8.3 Deleting the comment
Usage:
| fc-del comment {<Li nk_NAME>| <LFN_NAME>}
Exanpl e:
> | f c-del conment aaa
> |fc-l1s --coment

aaa
hi storyOnGid _2006_06_27
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9. Deleting the links
(Ifc-rm

9.1 Let usmakeatemporary link:
Usage:
lfc-1n -s <ABSOLUTE_LFN _NAME>} <NEW Li nk_NAVE>
Example:

> |fc-In -s
/grid/gildalbudapest 65_2006_06_27/hi storyOnGri d_2006_06_27 bbb

9.2 Let usseetheresult:
[fc-Is
Example:
> | fc-Is
aaa
bbb
hi storyOnGid _2006_06_27
9.3 Removing the<NEW_Link_NAME>
Usage:
I fc-rm <NEW Li nk_NAVE>
Example:
> | fc-rm bbb
9.4 Let usseetheresult:
Example:
> | fc-Is

aaa
hi st oryOnGri d_2006_06_27
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10 Read and writethe accessrights:
(Ifc-getacl,

Ifc-setacl)

10.1 Read the accessrights of grid file or of a directory

Usage:
| fc-getacl <file nane>
Exanpl e:

> | fc-getacl aaa

# file: aaa

# owner: /C=I T/ O=3 LDA/ OU=Per sonal

Certificat e/ L=BUDAPEST/ CN=BUDAPEST65/ Erai | =si pos@zt aki . hu

# group: gilda

user::rw
group: :rw #effective:rw
other::r—

10.2 Modifying the accessrights
Usage:
| fc-setacl [-d] [-n] [-s] entries file...

where d, ms stands for delete, nodify(add), set(replace) entries

an entry may by of form

user::perm
user:uid: perm

group: :perm

group: gi d: perm

mask: perm

ot her: perm

defaul t:user::perm
def aul t: user: ui d: perm
def aul t: group: : perm

Let us revoke the write permission of group members—i.e. the other users of the VO and let us
give right to execute the file for everyone.

Example:

> | fc-setacl -muser::rwx, group::rx,other::x aaa
10.3 Control theresult

Example:

> | fc-getacl aaa

# file: aaa

# owner: /[ C=I T/ O=G LDA/ OU=Per sonal

Certificat e/ L=BUDAPEST/ CN=BUDAPEST65/ Enai | =si pos@zt aki . hu
# group: gilda

user: :rwx
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group::r-x #effective:r-x
other::--x

11 Copy agrid fileto an other SE
(lcg-rep,

lcg-Ir)

11.a Explorethe exisiting storage elements:
>| cg-infosites --vo gilda se

See result at 6.2
Let us select anew SE ( different from “gr i d005. i ucc. ac. i | ” whereour Grid fileis stored) for

example “gi | da04. i hep. ac. cn”

11.b Executie the copy to the storage element gi | da04. i hep. ac. cn:

Usage:

lcg-rep --vo <VO> -d <Destination SE> \
I fn: {<Li nk_NAME>| <LFN_NAME>}

Example:

> |lcg-rep --vo gilda -d gil daO4.i hep.ac.cn | fn:aaa

11.c Controling theresult:
I cg-1r liststhereplicas of thegrid file
Usage:
lcg-1r --vo <VO> | fn: {<Li nk_NAME>| <LFN_NAME>}

Example:

> |lcg-lr --vo gilda | fn: aaa
sfn://grid005.iucc.ac.il/storage/gil da/ generat ed/ 2006- 06-

30/fil eb6065103-5694- 44ch- b5b9- 7f c95f 65720a

srm//gil daO4.i hep. ac.cn/dpm i hep. ac. cn/ hone/ gi | da/ gener at ed/ 2006-
06-30/fi | e9c6f 98e8- bac3- 4ae8- 8e3e- 56bab%acc46a

12. Revoking agrid file
(1 cg-uf,

lcg-1g,
| cg-del)

First we will use the Storage name (surl) instead of logical one to delete the storage element we have
created in step 11.

12.a Determining the absolute identifier (quid) of the symbolic name:
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Usage:

lcg-1g --vo <VO> | fn: {<Li nk_NAME>| <LFN_NAME>}

Example:

> 1lcg-1g --vo gilda | fn: aaa

gui d: a2b71ba9- f 7ad- 4a70- 8597- 2e219861f 836

12.b Let ususethe <GUID> and one of the storage name to delete the file from that storage:

Usage:
| cg-uf --vo <VO> <@UJI D> <SURL>
Example:

The nasty long GUID and SURL names are “copy-pasted” from 12.aand 11.c

> | cg-uf --vo gilda guid:a2b71ba9-f 7ad-4a70-8597-2e219861f 836

sfn://grid005.iucc.ac.il/storage/gil da/generated/2006-06-
30/ fil eb6065103-5694- 44ch- b5h9- 7f c95f 65720a

12.c Let uscontrol the result:
lcg-Ir --vo <VO> | fn:{<Li nk_NAME>| <LFN_NAME>}
Example:
> lcg-lr --vo gilda | fn: aaa
srm//gil daO4.i hep.ac.cn/dpm i hep. ac. cn/ hone/ gi | da/ gener at ed/ 2006-
06-30/fi | e9c6f 98e8- bac3- 4ae8- 8e3e-56bab9acc46a

12.d An alternativeto execute 11.b could have been:

Usage:

cg-del --vo <VO> -s <SE> {<Ifn>|<surl >| <gui d>}
Exanpl e:

> lcg-del --vo gilda -s aliserv6.ct.infn.it |fn:aaa

Note, that “al i serv6. ct.infn.it”—-inour example— contained no replica of our grid file.
However the delete command has produced no error message.

The basic difference between | cg- uf and| cg- del isthat| cg- uf acceptsonly <GUID> and
needs an explicit <SURL> whilel cg- del acceptsall kind of file definitions and may use the
option —a instead of —s <SE> to delete all replicas.

13. Downloading a grid fileto our local directory
(I'cg-cp)

13.a | cg- cp copiesagrid fileto thelocal machine

Page 11 of 12
www.egee.hu/grido6



Practice of EGEE data management Pt. 1 — Command line tools

Usage:

I cg-cp --vo <VO> | fn:{<Li nk_NAME>| <LFN_NAME>}
file: <ABSCLUT_LOCAL_PATH>

Example:

> |lcg-cp --vo gilda | fn:aaa file:/hone/budapest 65/ myHi st or yBack

13.b Let uscomparetheoriginal and the downloaded files:

Example:

>1|s -1 ny*

STW-r--r-- 1 budapest 65 users 6668 Jun 30 15:54 nyHistory
STW-r--r-- 1 budapest 65 users 6668 Jun 30 16: 32 nyHi st or yBack

> di ff nyH story myHi storyBack
>
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